STEPS TO HIPAA COMPLIANCE

To support the tracking and reporting of state entity progress towards HIPAA compliance, the following standard definitions of project stages will be used by OHI:

1) Project Initiation (also called Awareness) needs to be established with executive level sanctioning of the efforts.  Awareness can be established in a variety of ways: bringing in industry specialists, attending conferences, reviewing the federal rules and reading credible literature.  This step will also help identify the main issues the program may have to address and to create an initial Project Plan and tasks to establish compliance.  In this step it is important to establish a Project Leader and Workgroup.  In this first step, organizations need to begin participating in the Statewide HIPAA Workgroup and Sub-Workgroups to help coordinate and communicate issues and resolutions.

2) Conduct an Initial Assessment (also called an Inventory) to establish which programs and functions are impacted.  This may require training staff and interactions with your business partners.  This step will also identify External Interfaces that you will need to interact with as you implement any changes.  

3) A Project Plan is established from the tasks initially identified for achieving compliance.  The Plan will identify the main tasks and milestones for achieving compliance, designate staff for each task and establish dates for task completion.  The Plan becomes a tool for monitoring progress and addressing issues as your project proceeds.  The Plan also helps establish a detailed resource and cost estimate for the project.  A more detailed Project Plan and resource / cost estimate can be established after the Gap Analysis is completed.  Project Plans need to evolve as the project and resources change.

4) A Detailed Assessment (also called a Gap Analysis or Impact Assessment) should be performed on the programs and functions that require change.  The Gap Analysis looks at the gaps between the current process and procedures compared to the Federal HIPAA rules.  It will also investigate the options and desired tasks needed for achieving compliance to the rules.

5) Implementation (also called Remediation) is the final step.  It involves making the changes to processes and procedures, revising user instructions, training staff, testing all changes, testing with your business partners, having a coordinated implementation process, and monitoring the new processes.  

Variations of these steps may be needed for different organizations depending on the extent of changes and number of business partners involved.  Critical throughout the process is top management involvement, monitoring progress toward goals, and communication and coordination with your business partners.  With HIPAA being a series of Federal Rules, being released and revised at periodic points, several of the above steps may need to be repeated as the rules change.  
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